m DEPARTMENT
OF HEALTH

Nursing Home Incident Reporting
USER MANAGEMENT FOR SUPERUSERS

How to Add Additional Users

1. Go to MDH Nursing Home Incident Reporting (https://nhir.web.health.state.mn.us).

2. Make sure to add it to your “Favorites”.
3. Select “Login” in the upper righthand corner.
4

Once on the Home Screen, locate the “User Management” drop-down from the Main Menu located at the
top left of the screen.

Select “Add User”.

b

6. Complete all boxes with an asterisk (*):
a. Username.
b. Email.
c. First Name.
d. Last Name.
e. Phone.
7. Select the Users Role(s):
a. Facility Incident Submitter (regular user).
b. Facility Super User.
8. Select “Save”.
9. A User Summary Page should appear with the information you entered.
10. Add the next user following steps 5-9.

11. If you encounter any user entry issues, please contact OHFC at health.ohfcnhrs@state.mn.us.



https://nhir.web.health.state.mn.us/
mailto:health.ohfcnhrs@state.mn.us

NHIR USER MANAGEMENT FOR SUPERUSERS

Updated Web Reporting Welcome Screen

Nuirsing Home ncadhind o

Welcome to the Nursing Home/Swing Bed Online Reporting Portal:

You have accessed 3 Minnesota State Government information system. The data contalned within this system |s owned by the Minnesota Department of Health, For purpose
of protecting the rights and property of the Department, and to mendtor compllance with all applicable statutes, regulations, agreements and polickes; data access, entry and
uflllzation may be moniiored, intercepled, recorded, copled, audited, Inspected or otherwise capiured and'or analyZed in any manner, Uise of this system by any user,
authorized or unauthorized, constitules consent 1o this monitoring, interception, recording, copying, auditing, Inspecting or otherwise capturing andior analyzing of data
access, eniry andior utllization through this system, Unauthorized access is prehibited, Unauthorized access or use of this compuler system may sublect vickators to criminal
chil and'or administrative action. Depariment personnel may give any potential evigence of crime found on this computer system 1o law enforcement officials. System users
are required 1o adhere 1o all applicable statutes, agreements and policies governing their access 10 and use of the data contained within this system inciuding, but not limited
to, Private data (as defined in Minn. Stal. §13.02, subd. 12), confideniial data (as defined in Minn, Stat. §13.02, subd. 3), wellare data (as govemed by Minn, Stat. §13.46),
medical data (as governed by Minn. Stal. §13.334), Minnesota Statutes §144.201 - §144.208, and the Health Insurance Portability Accountability Act (HIPAA), 45 C.FR. §
180,103, For assisiance contact MDH by email at: Healih OHFCNHRS@siale mo.us

Minnesota Vulnerable Adult Reparting Requirement

Eederal Alleged Vigiation Reporing Reguirement
See

« Appendicies Table of Contents

« Appendix PP
« Regulation 483,12 (c)(1),(4) FE0&

For assistance conact MOH by emad al. Pgalih OHFCNHRSESIEE mous
Version: 140



NHIR USER MANAGEMENT FOR SUPERUSERS

Enter Email and Password

m DEPARTMENT
OF HEALTH

Log in to Health Regulation Division - Nursing
Home Incident Reporting - Realm

Email

Password

Forgot Passward?

Select User Management

Home  Incident Reporting =

b Welcome schult1

You have accessed a Minnesola State Government informabion system. The data contained within this system is owned by the Minnesota Depariment of Health. For purpose
of pratecting ihe nghts and property of the Depariment, and to monitor compliance with all apphcable statutes, reguiations, agreements and policies, data access, entry and
utilization iy be monilored, interceplad, recorded, copsed, audited, inspected or otharwise captured and'or analyzed in any manner. Use ol this syslem by any user,
authonzed or unauthonzed, constitutes consent to thes. monifonng, intercepbion, recording, copying, auditing, Inspecting or otherwise captuning and'or analyzing of data
access, entry andlor utilization through this system, Unauthonized access is prohibited, Unauthorized access or use of this computer system may subject violators to criminal
civil andor administrative action. Department personnel may give any pobential evidence of ciime found on this computer sysiem to law enforcement officials. System users
arg required 1o adhere o all appheable statutes, agresmants and policses governing thedr access 1o and use of the data containad within this system including, bul not limited
to, Private data (as defined in Minn. Stat. §13.02, subd. 12}, confidential data {as defined in Minn. Stat. §13.02, subd 3), walfare data (as governed by Minn. Stat. §13.46),
medical data (as governed by Minn. Stal. §13.384), Minnesola Statutes §144 291 - §144.298, and the Health Insurance Portability Accountability Act (HIPAA), 45 CFR §
160103, For assistance contact MDH by email at Health, QOHFCNHRSERalate mn us

Minnesola Vulnarable Adull Reporting Requirement

Federal Regulation 42 CFR

483 13(c)H2) The facility rmust enswre thal all aleged viekahons invehang mistrealment, neglec], of abuse, incieding ingunes of unknown source and misappropiation of
resident property are reported mmediately to the adminsstrator of the facility and to other officials in accordance with State law through established procedures (including to
U Stale survey and cortifcation agency)

§483.13(c)(3) The facility must have evidence that all alleged violations are thoroughly investigated, and must prevent further potential abuse while the investigation s in
prograss.

Federal Incident Reporti uErament

For agssiance contact MDH by email al: Health OHFCNHESEstale mnus
Version: 1.0.2
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Select “Add User”

[MDH]

schultl  Home

Incident Reporting = Investigation Repd

Soearch Users
Add User

Welcome schult1

You have accessed a Minnesotd Wstem. The data o within this sysbem is owned by the Minnesota Department of Health, For pampose
of profecting the righls and property or ine Lepanment, ana © monidor compliance with all applicable statules, regulations, agreements and policies, data access, entry and
utifzation may be monitored, intercepted, recorded, copied, audited, inspected or otherwise captured and/or analyzed in any manner. Usa of this system by any user,
authonzed or unauthonzed, constitules consent to this r , Inbarception, fing, copying, auditing, inspecting or otherwise capturing and'or analyzing of data
access, entry and/or utilization through this system. Unauthonized access is prohibited. Unauthorized access or use of this computer system may subject violators. to criminal
civil andior adminisirative action. Department parsonnel may give any potential evidence of caime found on this computer systam 1o law enforcement officials. Syslem users
are required to adheqe to all applicable statutes, agreements and policies goverming their access o and use of the data contained within this system mcieding, but not emited
o, Private data (as defined i Minm. Stal §13.02, subd. 12), confidential data (as defined in Minn. Stal. §13.02, subd. 3), wellare data (as governed by Minn. Stal. §13 46),
madical data (s governad by Minn. Stat §13 384), Minnesota Statutes §144 291 - §144 208 and the Heatth Insurance Portability Accountability Act (HIPAA), 45 CFR §
160.103. For assistance contact MDH by emad at. Health. OHF CHHRS#@slate, mn us

Federal Regulation 42 CFR

S483.13(C)H2) The facility must ensure that all alleged viokalions involving mistreatment, neglect, of abuse, mcuding injumnes of unknown Source and Mesappropration of
resident property are reported mmediately to the administrator of the facility and o other officials in accordance with State law through established procedures (including to
the State survey and cerification agency)

£483 13(c)(3) The facility must have ewdence that all alleged violations are thoroughly investigated, and must prevent further potential abuse while the investigation is in
prograss

Faderal Incident Reporting Requirement

Wersicn: 1.0.2

Complete All Required Fields and Save

Add User

User Info -
Username: * Email: *
First Name: * Last Mame: *
Phone: * Alt Phone:
Job Title:

Roles:

Facility Incident Submitter
Facility Super User

Enabled: v

Cancel sgye




NHIR USER MANAGEMENT FOR SUPERUSERS

User Information Screen

IMinnesota
MDH |G nt of Health Hursing Home Inoident Reporting

schulti Home Incident Reporting - Investigation Reporis = User Management ~

View testuser1

Edit Disable
User Info
Username: Ermnail:
fesiuseri test testi@state. mnus
First Name: Last Name:
test user
Phone: Al Phone:
(000} DO0-0000,
Rode: Job Title:

Facility Incident Submitter

Enabled:
‘Ves

User Facility Info:

HFID:
00000

How to Edit and Disable Users

= Go to “User Management” in the Main Menu.

= Select “Search Users” from the drop down menu.
= Chose user to edit or disable

= Select “Edit” or “Disable” user.

If editing - you will only be able to edit the users name and contact information. You will not be able to edit
their “Username”. Once done with updates, select “Save”.

If disabling - it is recommended to do so within 24 hours of the end of the users employment at the facility. All
have to do is select the “Disable” button and you are done. You can also reactivate a user by selecting
“Enable”.



NHIR USER MANAGEMENT FOR SUPERUSERS

Go to User Management

Home Incident Reporting = Investigation Reports.

EI-=-8

Welcome schult1

You have accessed a Minnesola Stale Govermmant information system. The dala contained within this System is owned by the Minnesola Department ol Health. For purpasa
of protecting the mghts and property of the Department, and to monitor compliance with all apphcable statutes, regulations, agreements and policies; data access, entry and
utilization may be monitored, interceplad, recorded, copeed, audited, inspected or otherwise captured and'or analyzed in any manner. Use of this Syslem by any user,
authonzed or unauthonzed, constitubes consant to s mononng, IMercepiion, recording, copying, auditing, INspecting or otherwise caplunng and'or analyzing of data
access, entry andior utilization through this system. Unauthonzed access is prohibited. Unauthorized access or use of this computer system may subject violators to criminal
civil andior administrative action. Department personnel may give any polential vidence of cime found on this computer system Lo law enforcement officials. System users.
are required o adhana bo all apphcable stalules, agreements and podicies governing thesr access o and use of the data contaned within this system including, bul net limited
to, Private data (as defined in Minn. Stal. §13.02, subd. 12), confidential data {as defined in Minn. Stal. §13.02, subd. 3), walfare data (as governed by Minn. Stat. §13.46),
madical data (a5 govemed by Minn. Stal. $13.384), Minnesola Stalutes §144 291 - §144 298, and the Health Insurance Porlability Accountability Act (HIPAA), 45CFR §
160.103. For assistance confact MOH by emaid at- Health, OHF CNHRSEstabe mnus

Minnesola Vulnarable Adull Rej uiremsant

Federal Regulation 42 CFR

§483.13(c)2) The facility must ensure inat all alleged v , noglect, of abuse, including injuries of unknown source and misappropration of
resident property are reported mmediately 10 the administrator of the [acmly anu 1o other officials in accordance with State law through established procedures (including to
the State survey and cartibcalion agency).

§483.13{(c)(3) The facility must have evidence that all alleged violations are tharoughly investigated, and must prevent further potential abuse while the investigation is in
prograss,

Federal Incideni

For asssiance contact MDH by email at: Health OHFCNHRSf@atale mn us
Wersion: 1.0.2

Select Search Users

[MDH]

schult! Home Incident Reporting -  Investigation Rapdis - Logout
Soarch Users
Add User

Welcome schult1

You have accessed a Minnesotd stem. The data d within this system is owned by the Minnesota Department of Health. For papose
of profecting the rights and property or me vepanment, ana mundur compliance with all applicable stabwles, regulations, agreements and policies; data access, entry and
utilization may be monitored, intercepted, recorded, copied, audited, inspected or otherwse captured andfor analyzed in any manner. Use of this system by any user,
aulhorized or unauthorzed, constiules consant 1o this monaoning, intercaphion, recording, copying, auditing, nspecting of olherwise capturing and'or analyzing of dala
accass, entry and/or utilization throwgh this system. Unauthonzed access is prohibited. Unauthonzed access or use of this computer system may subject viokators. to criminal
civil anddor adrmini: action. Department parsonnel may give any potantial evidence of crime found on this computer systam 1o law enforcement officials. Syslem users
are required o adhere to all applicable statutes, agreements and policies goveming their access o and use of the data contained withn this system ncieding, but not Emited
Io, Private dala (as defined in Minn. Stal. §13.02, subd. 12), confidential data (as defined in Minn. Stal. §13.02, subd. 3), wellare dala (as governed by Minn. Stal. §13.46),
medical data (as governed by Minn. Stat §13 384), Minnesota Statutes §144 291 - §144 298, and the Heatth Insurance Portability Accountability Act (HIPAA), 45 CFR §
160.103. For assistance contact MDH by email al. Haalth OHF CNHRS@state mn us

Minnesola Vilnerable Adull Repodi uiresment

Federal Regulation 42 CFR

S483 13(c)2) The facility must ensure that all alleged vielalions involving misireatment, negiect, o abuse, incuding injurnies of unknown source and misagpropration of
ressdent property are raported mmediately to the administrator of the facility and to other officials in accordance with State law through established procedures (including fo
the State survey and cedification agency)

§483 13c)3) The facility must have evidence that all alleged violations are thoroughly investigated, and must prevent further potential abuse while the investigation is in
pProgress.

Federal Incident Reportin uirement

For assistance contact MDH by email at: Health. OHF CHHR S@istate mn us
Version- 1.0.2



NHIR USER MANAGEMENT FOR SUPERUSERS

Select Edit or Disable

schultl  Home Incident Reporting -~  Invastigation Reports ~  User Managemeant -

View joyceinc

Edit Disabbe

User Info
Username: Email:
Joyoaine Jduclos98 TE@Eomail.com
First Name: Last Name:
Joy D
Phone: Alt Phone:

(123) 123-1234,

Role: Job Title:

Facility Incident Submitter Incident Submitter
Enabled:

Yes

User Facility Info:

HFID:
Qo000



NHIR USER MANAGEMENT FOR SUPERUSERS

Edit Text and Save

MDH|M

schulll Home  Incident Reporling = Investigation Reports = User Managemen] = Logout

Edit joyceinc

R

User Info
Usemarme: * Hoycan: Email: * iuclost8 T8iEgmai comi
First Namas: * Joy Last Nama: Duc
Fhone: ™ (123) 1231234 At Phone:
Job Tithe: Incidant Submitter
Fatiby Contact e

Rl

Facility Supar Lisar

* Facility Incident Submtter

Facility: |00000: Test Facility - St Paul, Minnesata - 55000 |

For assistance contact MDH by email at: Heatth OHF CNHRSE state mn us
Wersion: 1.0.2



NHIR USER MANAGEMENT FOR SUPERUSERS

To Reactivate Account Select Enable

ota
nent of Health

Nursang Home Incident Reporing

schultl Home Incident Reporting -  Investigation Reports = User Management -
View joyceinc

il tnmhf} ]

User Info
Username: Email:
JoyCEinG Muclos 98T GaTgpmail com
First Name: Last Name:
Jory Dusc:
Phone: Alt Phone:

(123 1231234

Role: Job Tite:

Facilily Incident Sulbmallar Incident Subrmitlar
Enabled:

Mo

User Facility Info:

HFID:
Q0000

Minnesota Department of Health
Health Regulation Division

Office of Health Facility Complaints
Street address

PO Box 64970

St. Paul, MN 55164-0970
651-201-4200
health.ohfc-complaints@state.mn.us
www.health.state.mn.us

04/05/2023
To obtain this information in a different format, call: 651-201-4200.


http://www.health.state.mn.us/
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